degepaibHOE TOCYIAPCTBEHHOE ABTOHOMHOE 00pa3oBaTe/ibHOe
y4peKIeHne BhICIIEro 00pa3oBaHus
«MOCKOBCKHI (PU3HKO-TEXHUYECKHUH HHCTHTYT
(HaLMOHAJILHBIN HCCJIEN0BATEIbCKHI YHHBEPCHTET))

YTBEPXJAEHO
IIpopexTop no yueoHoii padore

A.A. BopoHos

PaGouyas nporpamMma qucuunJIMHbI (MOXYJIs1)

10 AMCIMILINHE: 3amuTa nHpOpMaIU
10 HANPABJICHHUIO: CucteMHbII aHANU3 U yTIPAaBICHUE
npo¢uib NOArOTOBKHU: VYrpasneHue HHHOBAIMAMU B OM3HECE

Ou3Tex-1kona Ou3Heca BHICOKHX TEXHOJIOTHH
kadenpa nHQOPMATUKH U BBIYUCIUTEIHLHON MaTeMaTHKU

Kypc: 4
KBaJIMpUKALS: GakanaBp

Cemectp, hopMBbI IPOMEKYTOUHOH arTecTauuu: 7 (oceHHuil) - JuddepenuupoBannslii 3a4et

AynuropHbIx yacoB: 30 Bcero, B TOM 4HCIIE:
nexkuuu: 0 gac.
cemuHapsl: 30 gac.
nabopatopusle 3ansaTus: 0 gac.

CamocrosrensHas padora: 60 gac.
Bcero gacos: 90, Bcero 3a4. ef.: 2

KonnuecTBo KOHTPONBHBIX PadoT, 3a1aHuil: 2

[Iporpammy cocrasuin: T.®. XupbsiHOB, CTapLUIN PENOAABATEIb

[Iporpamma obcyxneHa Ha 3aceqanuu Kadenpsl HHPOPMATUKK U BRIYUCIUTENIbHON MateMaruku 31.08.2023



AHHOTANMA

B pamkax maHHOW IMCHMIUIMHBI BBl Y3HAeTe€ Mephl IO o0ecreueHuIo KnbepOe30acHOCTH Ha MPEANPUATHH,
HAy4HUTECh BBHIOMPAaTh HEOOXOOMMBIE WHCTPYMEHTBI M AJITOPUTMBI 3alIUThl WHGOPMALKUK B 3aBUCUMOCTH €€
KPUTUYHOCTH.

1. lean u 3apa4n

]_le.]'ll) AUCHUIIINHBI

- OBJIAACHUC CTYACHTaMHU 0a30BEIMU NOHATUAMHA, CTaHAApPTaMH, NOAXOAAMU W TEXHOJOTUAMHU I10
00€CIIEUCHUIO HH(l)OpMaHHOHHOf/'I 6€3OHaCHOCTI/I, AJId UX TPUMCHCHUS B PCAJIBHBIX ITPOCKTAX.

33]13‘[1/[ JAUCHUIIINHBI

- mpuOOpeTeHHEe CTYACHTaMU HAaBBIKOB II0 O0ECICUCHHIO KHOepOe30MacHOCTH Ha MPEINPHITHH,
CIIOCOOHOCTh BBIOMpAaTh HEOOXOAWMbIE WHCTPYMEHTHl W QITOPHTMBI 3allUThl HHPOpPMAIUU B
3aBUCHMOCTH KPHUTUYHOCTH WH(OpMAIMU, HHOPACTPYKTypHl MOTPEOHOCTEH OpraHu3amuud 1o eé
3aiure.

2. llepedyens popmMupyemMbIX KOMIETeHUMH

OcBoeHue TUCIUILTUHBI HAITPABICHO Ha (DOPMUPOBAHHE CICAYIONINX KOMITETEHITHINA:

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA WNHaukaTopsl JOCTHKEHHS KOMIIETEHIIMH

OIIK-6 Cnocoben npuMeHsTh MaTematrueckue, |OI1K-6.3  Mcmone3yer mnporpamMMHbIE  CpelCcTBa IS
CHUCTEMHO-aHAJINTUYECKNE, BBIYUCIUTEIbHBIE | pa3paOdO0TKu HH()OPMAIMOHHBIX CUCTEM
METO/Ibl U IPOTPAaMMHBIE CPEICTBA AT

pElLICHNs MPUKIIAIHBIX 3a]1a4 B 001aCTH OIIK-6.4 OcymecTBisieT HOUCK HEOOX0ANMOM HHpOpMaH
CO3JaHHUs CHCTEM aHAIIM3a U aBTOMATHYECKOTO  |B 6a3ax JaHHBIX U HHPOPMALMOHHBIX CHCTEMAX
YIpaBICHUS U UX KOMIIOHEHTOB

3. IlepeyeHb NIAHMPYEMBIX Pe3yIbTATOB 00yUeHHUsI 0 JUCHMILINHE (MOLYJII0)
B pesynbrare 0CBOHUS AUCLUIIMHBI 00y4alOIINeCs JOIKHbBI
3HAThb!
- ocHoBHble oHsATHA Kb 1 HanpaBneHus 1esSTeIbHOCTH;
- 3aKOHOZATENLCTBO, CTAHAAPTHI U crienupukanuu B oonactu Kb; Buas! TaiiH;
- IOAXO/IBI K OPraHnu3aIlK KOMIICKCHOMN 3aIlUThl OpPraHU3ally, a TAK)KE TCHICHIIUHN UX Pa3BUTHS,
- THIIbI CUCTEMBbI KOMIUIEKCHOH 3aIUThl OPraHU3aLUil U HalpaBJICHHUS UX HCIIOIb30BaHMS;
- OCHOBHBIC MTOAXO/IBI 1 METO/IbI 3AIUTHI JAHHBIX;
- MeTo/ibl mpoBeneHus ayauta cucreM u [10 Ha Kb.
YMETb:
- BBISIBJISITH OCHOBHBIE YIPO3bI (YA3BUMOCTH U PUCKH); CTPOUTH MOZAEIH YIPO3 U PUCKOB,;
- IUIAHUPOBATh PAOOTHI MO BHIITOJIHEHHUIO TPOSKTOB, CBS3aHHBIX ¢ MH()OPMAMOHHOHN 0€30MaCHOCTHIO;
- YOpaBIATh pUCKaMu HH(POPMAIMOHHON 0E€30IIaCHOCTH;
- o0ecrieunBaTh 3aIUTy MIEPCOHANBHBIX JAHHBIX U IPYTUX BUJIOB TaiH;
- OPraHU30BBIBATh 3AIINTH KOH(YUACHIIMATIBHBIX JOKYMEHTOB.
BIIAJICTh!
- HaBbIKAMH TIOCTAaHOBKHM 3a/1audl 3aIIUThl MH(OpMaLuM B HMHTEpecax KOMIIAHUH, CIIOCOOaMH
oOecrieueHnst KHOEPOE30IMaCHOCTH JTaHHBIX;
- HaBBIKAMM OPTaHU3ALUH KOMIUICKCHOW 3aIUTHI MH(POPMAIIH;
- HaBBIKAMH JIOHECEHUSI PE3YJbTATOB OIIEHKU PHCKOB U YIPO3 U MPEJIaraeMbIX Mep 3allHThI.

4. Conep:xanue TUCUMILIUHBI (MO1YJIs), CTPYKTYPHPOBAHHOE 10 TeMaM (pa3iesiaM) ¢ yKazaHUeM
OTBEJICHHOI'0 HA HUX KOJMYECTBA AKAAEMHYCCKUX YaCOB 1 BHI0B Y4eOHBIX 3aHATHI

4.1. Paznenbl TUCTMITIIMHBI (MOJYJISI) ¥ TPYJIOEMKOCTH TI0 BUJaM yUEOHBIX 3aHSATHIA

TpyaoeMKoCTb IO BHIaM y4eOHBIX 3aHSATHH, BKITIOUAs
CaMOCTOSITENIbHYO padoTy, Jac.




No Tema (pa3nen) TUCIUTUTMHBI
Camocr.
Jlekrum | Cemunapsr | JlaGopar. paboTsr
pabora
Beenenne wu  0030p uctopunm U
1 COBPEMEHHOTO COCTOSTHUS 6 12
KnOepOe30MacHOCTH.
2 Kpunrorpaduueckas 3ammura. 6 12
3 TexHuueckas 3anuTa. 6 12
4 KommiexcHast 3amuTa opraHu3aiyi. 6 12
HopmaruBHbie pyKOBOAAIINE
5 JOKYMEHTBI, HAa3HAaYE€HHE W 3a4a4u 6 12
nHpopMaIMoHHOM Oe3omacHocT Poccnn
Hroro yacos 30 60
IToaroTroBka K sK3aMeHy 0 yac.
Oobmas TpynoEMKOCTb 90 yac., 2 3a4.ex.

4.2.

Coneprxanue JUCUUIUIMHBL (MOAYIS), CTPYKTYPUPOBAHHOE IO TeMaM (pazzeiam)

Cemectp: 7 (Ocennuii)

1. Beenenue u 0030p UCTOPUH ¥ COBPEMEHHOT'O COCTOSHHS KHOEpOE30MacHOCTH.

° Ocnosuble ToHaTus Kb u HaIpaBJICHUA ACATCIBHOCTU. AKTyaHBHOCTL U BaAXKHOCTH IMPCAMCTA.

Ucropus Kb.

* OcHoBHbIe YTpo3bl (YA3BUMOCTH M pUCKH). Mozaenu yrpo3 u puckoB. Teopus urp u np. Kanansr

YTEUKHU. Bupycel, cmam, ¢ummHhr,

conyajibHass UWHXCHEPUsI,

I/IHq)OpMaI_II/IOHHO—HCI/IXOHOFI/I"ICCKOFO HpOTI/IBOGOpCTBa.

° anaBneHHe pucKkamu

CoBpeMeHHbIE  TIPOOIEMBI

» 0O030p HopmatuB Kb B P®, banke, mupe. 3akoHOIAaTeNbCTBO, CTAHAAPTHI M CHEIM(PUKALINY.

Opranmzanuonnoe obecnedenne Kb.

* Ob6ecrneueHue 3amuThl [lepcoHaNbHBIX JAHHBIX.
* Bupl TaliH: TOCyapCTBEHHAS, KOMMepUecKasi, 0aHKOBCKa, ...
* AMUD u metons! mpoBeneHus ayauta cucreM u 110.

N

. Kpunrorpaduueckas 3ammura.

*  Buasl u ucropust mudpos. Cumm., Acum, DI, xom1, «conmby, Creranorpadus, 11B3, kimtoun u

ceprudukarsl PKI;

*  Va3BUMOCTH U MeToAbl B3oMma IMdpoB. [lonHbli nepe®op, YacCTOTHBIM aHaNu3, pamyKHBIC

TaOJIULBL.

. OcHoBHBIC HampaplieHusI Hcronb3oBanus kpunrtorpaguu B Kb. AAA (Authentication,
Authorization, Accounting) ayTeHTH(pUKaIUs, aBTopu3alus, y4er (access logs)

» CK3HU (ViPNet, Kpunrollpo, Bep6a)?

 [IporpammMHo-anmnaparusie cpeactsa 3amutel 0T HCJJ

3. Texan4ueckas 3amurTa.

» Cosp. Tex. cpenctra 3U.
* Tlopsinox npoexrupoBanusi C3U.

° OLIGHKI/I 3alllMIICHHOCTHU C31. KpI/ITepI/II/I OIpCACIICHUA Oe3omacHOCTH KOMIIBIOTCPHBIX CUCTCM.

» (OOecnieueHne BHICOKON JOCTYITHOCTH.

* OcnoBel OC u 6e3onacuocts OC. (Windows & Linux).




* OCHOBBI CETEBBIX MPOTOKOJIIOB U ceTeBasi Oe30macHoCcTh, ctek npotokoioB TCP/IP, IPSec, SSL,
TSL. Knaccudukaiyuss OCHOBHBIX THIIOB CETEBBIX aTak; OCHOBHBIC XapaKTEPUCTHUKU Pa3THMYHBIX
THUTIOB MEXCETEBbIX JKPaHOB, aHAIN3 3alUINEHHOCTH; MPUHIUIBI TOCTPOSHUS BHPTYAIbHBIX
gacTHbIX ceredt (VPN) + TyHHenmupoBaHWe, 0€30MacHOCTh MapIIpPyTHU3aTOPOB C HCIIOJIIB30BAHHEM
CIIMCKOB KOHTPOJIS IOCTYTa U BO3MOXKHOCTEH TI0 TIPOTOKOJIMPOBAHUIO COOBITHIA.

. OCHOBHBIC YSI3BUMOCTH TpU HamucaHuu kona, OezomacHeiii kon, OOIT B UB, DevSecOps,
TeCTHPOBAHKE Ha OE30MaCHOCTb.

. OCHOBHBIE YSA3BUMOCTH Web-CaliTOB M Web-CEepBHCOB, OCHOBBI 0e30macHOi pa3paboTKu
webcepBHUCOB, CaliTOB, paclpe/ieICHHbIC aTaku THIA "0TKa3 B 00CTyKUBaHHUU".

* buowmerpus.

* be3onacHOCTh BUPTYaIbHBIX M 00JIAYHBIX TEXHOJIOTHH.
» Kubepbeszonacuocts BigData.

» BigData u Al qyis uado 6e3omacHoCTH.

 Tlopsanox nuuensupoBanus aesarensHocTd B Kb

4. KommiekcHas 3aiuTa OpraHu3alum.

* [lonutuka u mporpamma 6e30macHOCTH (AIMHUHUCTPATHUBHBIA YPOBEHb)

* OcHOBHBIE KJIACCBI Mep mpoIiexypHoro yposus b

* [lpunnuns! nocrpoeHus: KomruiekcHbx C3U

* Iloctpoenue "nemunurapnuzoBanHbix 30H" (DMZ) st kopriopaTuBHOI ceTH

* cucreMbl oOHapyxeHus BropxkeHuid (IDS) ans uneHTH)UKAINT TOTBITOK BTOPKEHUS
» Cucrema npenoTBparienus Bropxenuii (IPS)

* [lpenorBpanienue yreuek uadopmaiuu (DLP)

. yrpaBieHne WHQOPMAIMOHHOW O0€30MacHOCThI0 W YIIpaBlieHHE COOBITUSAMHU O€30MacHOCTH
(SIM+SEM=SIEM)

* Ilecounursr (sandbox) u moBymiku (honeypots)
* HWnentudukanus u ayTeHTU()UKALNS, YIPABIECHUE JIOCTYIIOM
» [IpoTokonupoBanue u ayauT, Mu(POBaHKE, KOHTPOIb I[EIOCTHOCTH

» Ilmanwer OecniepeOoOiHON paboOTHI, pearn3anus OecrepeOOHOTO IEKTPOIUTAHUS U PE3EPBHOTO
KOTIMPOBAHUS TaHHBIX

5. HopmaruBHBIe pyKOBOISIIHE IOKYMEHTHI, HA3HAYCHUE U 3374l HHQOPMAIIMOHHON 0€e30MacHOCTH
Poccun

* O0630p HopmaruB Kb B PO, B banke, B mupe.

» Poccuiickue u MeXIyHapOIHbIE OPraHU3alWU U CTAaHAAPTHI.

* 3aKOHOJATENbCTBO, CTAaHAAPTHI U cneurukanun. OpranuzanuoHHoe obecrnedenue Kb.
» Oo0ecneuenue 3amuThl [lepcoHanbHbIX gaHHBIX. HeNpUKOCHOBEHHOCTh YaCTHOM >KU3HHU.
* Buapl TaiiH: TocygapcTBEHHAsA, KOMMepUecKas, 0aHKOBCKad, ...; © OCHOBHBIE HOPMBI.

* 3aKOHOIATEIbCTBO B 00JaCTH MHTEIUIEKTYAIbHON COOCTBEHHOCTH

* TpeGoBaHus K 3aIIMIICHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM.

5. Onucanue MaTepuaJIbHO-TeXHHYECKOH 0a3bl, HeO0X0MMON AJIsl OCYIeCTBJICHHUS 00Pa30BATEILHOIO
npouecca o JHCHUIIMHE (MOLYJII0)

* VYueOHas aymuTOpUS

» IIpoextop

* MapkepHas 1ocka

» Pabouue craniuu ¢ noakitoueHneM K MHTepaer

* BuptyanbHble MammHbI (YCTaHOBJICHHBIE JIOKAJIBHO WIN B 001a4HON HHPACTPYKTYpE)

6.IlepeyeHnb pekoMeHyeMOii TUTEPATYPbI

OcHoBHas 1uTeparypa



1. Kpunrorpaduueckue metosipl 3amuThl nHGopManuu [Teker], yueb. mocodue ass By3oB / C. M.
Bnagumupos [u ap.] , M., MOTU, 2016

JomnonHutenbsHas auTeparypa

1. Madopmanmonnas 6e3onacHocTh [ Tekct] : yueb. mocobue amnst By30B / M. M. Kotyxos, A. H.
Ky6ankos, A. O. Kanamnukos ; M-Bo 00p. u Hayku PO ; @enepansHoe areHcTBO 110 00p.; Mock.
¢uznko-TexH. uH-T (Toc. yH-T) ; Akagemuss UbC .— M. : Akagemust UBC : MOTHU, 2009 .— 194 c.

7. llepedyenn pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHMKAIMOHHOI ceTH ""UHTepHeT" , HEOOXOTUMBIX
JJIS OCBOCHUSI JUCHMILIUHBI (MOLYJIs1)

1. http://www.machinelearning.ru — npodeccrnonanbHbIi HHPOPMAITMOHHO-aHATUTHYECKUI pecypc,
MOCBSIICHHBII MAIIMHHOMY O0Y4eHUIO, PACIIO3HABAHUIO 00Pa30B M HHTEIUICKTYaJIbHOMY aHAIIU3Y
JaHHBIX.

2. http://shad.yandex.ru — caldT mkosbl aHamu3a JaHHBIX SHJEKCa.

3.
http://www.machinelearning.ru/wiki/index.php?title=%D0%9C%D0%B0%D1%88%D0%B8%D0%B
D%D0%BD%D0%BE%D0%BS5_%D0%BE%D0%B1%D1%83%D1%87%D0%B5%D0%BD%D0%
B8%D0%B5 %28%D0%BA%D1%83%D1%80%D1%81 %D0%BB%D0%B5%D0%BA%D1%86%
D0%B8%D0%B9%2C_%D0%9A.%D0%92.%D0%92%D0%BE%D1%80%D0%BE%D0%BD%D1
%86%D0%BE%D0%B2%29

8. IlepeyeHb HHPOPMALMOHHBIX TEXHOJIOTHIA, HCIIOJIb3yeMbIX NPH OCYLIeCTBICHUU 00pPa30BaTeJIbHOI0
npouecca 1o JHCHUIIMHE (MOIYJII0), BKJIIOYAs NepedeHb He00X0ANMOro NPOrpaMMHOro odecrnedyeHnst
¥ MH(POPMAIHOHHBIX CIIPABOYHBIX CHCTeM (IPH HEOOXOAUMOCTH)

Ha 3ansTusx HCIOJIB3YHOTCA My.]'H:TPIMC,Z[HﬁHLIe TCXHOJIOTHH, BKIIIOYAsA ACMOHCTpPALUTO HpeBCHTaHHﬁ.

B nporiecce camocTosTENbHOM PabOThI 00YYaIOLIHXCs TPEIIONAraeTCs UCTIOb30BaHUE TAaKUX
nporpamMmHbIX cpeacT, kak WEKA, IPython Notebook u ap.

9. MeToauveckue YKazaHnus QJist oﬁyqaloumxm 0o 0OCBOCHMIO JTHCHUIIINHBI (MO)_Iy.Tlﬂ)

VYenenrHoe ocBoeHUE Kypca TpeOyeT caMOCTOATENIbHOM paboThI CTy/IEHTA.

CamocrosiTenbHas paboTa BKIIIOUAET B Ce0s:

— npopaboTKy yueOHOro Marepuana (1o yueOHOM 1 HaydHOU JIUTEpaType);

— TOJTOTOBKY K MPAKTUYECKUM 3aHSATHSAM, BBHIIIOJIHCHHE JOMAIIHUX TEOPETHYECKUX M MPAKTUYECKUX
3aJIaHUM;

— MOJTOTOBKY K AU (hepeHIIMPOBAHHOMY 3aU€TYy.



NNPUJIOKEHHUE

OLIEHOYHBIE MATEPHAJIBI IO JUCLHATIIMHE (MOYJTIO)

0 HANIPaBJICHUIO: CucTeMHBIN aHAIIA3 U yHpaBJICHUC
IIpO(l)I(l.]Ib NMOATOTOBKMU: praBJ'ICHI/IC HWHHOBAallUsMU B OusHece
dusrex-1kona Ou3Heca BBICOKUX TEXHOIOTHI
kadeapa MHOOPMATUKU U BBIYUCIUTEIHLHON MaTeMaTHKU
Kypc: 4
KBAJM(PUKAIMA: OaxanaBp

Cemectp, hopMBI IPOMEKYTOUHOH arTecTanuu: 7 (oceHHuil) - JluddepeHpoBanHblii 3a4eT

PaszpatGoTunk: T.®. XupbsHOB, CTapIINK MPENOAABATETD



1. Komnerenunu, gopMupyemMsblie B mpouecce U3y4eHus: JUCHUILINHbI

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA NHaukaTopsl JOCTHKEHHS KOMIIETEHIINH

OIIK-6 Cnocoben npuMeHsTh MaTeMatrueckue, |OI1K-6.3  Mcmone3yer mnporpamMMHbIE  CpelCcTBa IS
CHUCTEMHO-aHAJINTHYECKNE, BBIYUCIUTEIbHBIE | pa3paOd0TKu HMH()OPMALIMOHHBIX CUCTEM
METO/Ibl U IPOTPAaMMHBIE CPEICTBA AJIS

pElLICHNS MPUKIIAIHBIX 33124 B 001aCTH OIIK-6.4 OcymecTBisieT HOUCK HEOOX0ANMOM HH(pOpMaH
CO3J1aHHUsl CHCTEM aHAIIM3a U aBTOMATHYECKOTO  |B Ga3ax JaHHBIX U HHPOPMALMOHHBIX CHCTEMAX
YIpaBICHUS U UX KOMIIOHEHTOB

2. Iloka3aTe/in OLlEHUBAHUA KOMITETEH U

B pe3ynbrare u3ydeHus: AUCIUTUIMHBI «3aIuTa HHQopMaIimy 00ydatonIuics J0KEeH:

3HATh:
- ocHoBHble oHsATHA Kb 1 HanpaBneHus 1esSTeIbHOCTH;
- 3aKOHOZATEIbCTBO, CTAHAAPTHI U crienupukanuu B oonactu Kb; Buas! TaiiH;
- IOAXO/IBI K OpPraHn3allii KOMILICKCHOHN 3aIlUThl OpPraHU3allly, a TAK)KE TCHICHIIUN UX Pa3BUTHS;
- THIIbI CUCTEMBbI KOMIUIEKCHOH 3alUThl OPraHU3aLUil U HalPaBJICHHUS UX HCIIOIb30BaHMUS;
- OCHOBHBIC MTOAXO/IBI K METO/IbI 3AIUTHI JAHHBIX;
- MeTo/ibl mpoBeneHus ayauta cucreM u [10 Ha Kb.
yMeThb:
- BBISIBJISITH OCHOBHBIE YIPO3bI (YA3BUMOCTH U PUCKH); CTPOUTH MOZAEH YIPO3 U PUCKOB,;
- IUIAHUPOBATh PAOOTHI IO BHIITOJIHEHHUIO MTPOSKTOB, CBS3aHHBIX ¢ MH()OPMALIMOHHOH 0e30MaCHOCTHIO;
- YOpaBIATh pUcKaMu HH(POPMAIIMOHHON 0E€30IIaCHOCTH;
- o0ecrieunBaTh 3aIUTy MIEPCOHANBHBIX JAHHBIX U IPyTUX BUJIOB TaiH;
- OPraHU30BBIBATh 3AIIUTH KOH(YUACHIIMATIBHBIX JOKYMEHTOB.
BJIA/1eTh:

- HaBbIKAMHU TIOCTAHOBKHM 3a/Iaud 3aIluThl MH(OpMAalMK B HMHTEpecax KOMIIAHWH, CIIOCOOaMH
oOecrieueHnst KHOEPOE30IMaCHOCTH JTaHHBIX;

- HaBBIKAMH OPTaHHU3aIMH KOMIUICKCHOW 3aIUThl HH(POPMAITHH;

- HaBBIKAMH JIOHECCHUS PE3YJIBTATOB OICHKU PUCKOB M YIPO3 U MPEJIaracMbIX Mep 3allUThI.

3. IlepeyeHb THNOBBIX (IPMMEPHBIX) BONPOCOB, 3aJaHHI1, TeM JJIsl IOATOTOBKHU K TeKylleMy KOHTPOJII0

C LCJIBIO KOHTPOJISI OCBOCHUA O6y‘laIOH_[I/IMI/IC$I yqe6H0r0 Marcpuajia MmpoBOAUTCA YCTHBII\/’I OIIpoC B
HavaJi€ 3aHsATUA 110 TCMC ITPOULJIOTO 3aHATUA.

4. [lepeyens THNOBLIX (MPUMEPHBIX) BOIMPOCOB U TeM [IJIsl IPOBeAeHUs IPOMEKYTOUHOI aTTecTalluu
o0yuaruuxcst

OcHOBHBIC HaNPaBIIEHUS ACITEILHOCTH 10 obOecrieuennio KubepoeszomacHoctu

3amura nHGOPMAIMK B CUCTEME HAIIMOHAIBHON Oe3omacHocTH Poccuiickoit denepanuu
Conep:xaHrie HOpMaTUBHBIX TIPaBOBEIX akTOB PD, B banke u B Mupe B cdepe 3amuThl mHGopMaim
Cranpaptsl 1 cneundukanuu B obnactu KubepOezonacnoctu

3akoH PO "O nepconanpHbIX naHHbIX". Obecnedenre 3anmuThl [lepcoHaTbHBIX TaHHBIX.

R S

. Bupel TaliH: rocynapcTBeHHas, KoMMepueckas, 6aHkoBckas. HopMaTuBHBIC JTOKYMEHTBI, OTHECECHUE,
CII0COOBI 00eCIIEYEHHS 3aIUTHI.

7. OCHOBHBIC KaTeropuu yrpo3 HHPOPMAIMOHHOW 0e30MacHOCTH 00bekTa. Mojienmn yrpo3 U PHCKOB.
Teopwus urp u ap. Kananel yreukn

8. OcHOBHBIE BHJIBI BUPYCOB U METOJbI OOPHOBI C HUMHU

9. 3ammra 0 T BPENOHOCHBI NPOIPAMMHBIX BO3IEHCTBHIA, 3allUTa NPOrpaMM OT H3MEHEHUH U
KOHTPOJIb LIEJIOCTHOCTH, IOCTPOSHHUE HU30JINPOBAHHON MPOrPaMMHOMN CpeJIbl

10. CoBpemenHble MpoOJIeMbl UHPOPMAIMOHHO-TICUXOJIOTHUECKOTO TpoTHBoOopcTBa. CoruanbHas
WHXEHEPHUS.

11. MeTtoap! BO3EHCTBHSI IIPH criaMe U (PUILKMHIE, OCHOBHBIE [TPaBHiIa POTUBOCTOSHUS




12. Ynpapnenue puckamu B HHQOpMAIIMOHHON 0€301acCHOCTH

13. Bugst u ucropuss mudppoB. CuMMeTpu4yHass W acuMMmeTpuuHas kpuntorpadusi. CTOHWKOCTh
muQpoB.

14. Creranorpadus. [{udpoBsie Bo/sIHBIC 3HAKY.

15. DnexrpoHHast mHdpoBas MONNKCH, PA3IUYHBIC AITOPUTMBI M HMX CTOMKOCTh. XOII, «COJbY,
ob6naunast DLIIT.

16. Yrpapnenue kitoueBoi nHpopmanuei u ceprudukaramu; PKI.

17. Vazsumoctn m Metonsl B3iaoma mmdpos. [lonHbli mepebop, YaCTOTHBIM aHAU3, pajly’KHbIC
TaOIULIBL...

18. OcHoBHble HampaBiueHus wucnons3oBanua kpunrtorpaguu B Kb, AAA (Authentication,
Authorization, Accounting) ayreHtudukaus, apropusanus, yu€t (access logs)

19. OcHOBHbIE IPUHIUIIBI TOCTPOCHUS IPOrPAMMHO-ANAPAaTHRIX KOMIICKCOB 3alllUThl HH(POpMauu
20. CoBpeMeHHbIE TEXHUYECKHE CPEJICTBA 3alUThI HH(OPMAIIHH.

21. TTopsitok MpoeKTUPOBaHUS cUCTeMBI 3amuThl HHPopmaruu (C3H1).

22. Ouenku 3ammmeHaoctd C3U. Kpurepun onpenenenus 6€30macHOCTH KOMIBIOTEPHBIX CUCTEM

23. TIporpaMMHO-anmapaTHble CpEICTBA, PEAJN3YIOUINE OTAEIbHBIE TPEOOBaHUSA MO 0OECICUCHUIO
nH(POPMALIMOHHOHN 0€30MaCHOCTH.

24. TunoBasi CTPYKTypa KOMIUICKCHON CHCTEMBI 3aIIUTHl OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA
25. MeToapl U CpeACcTBa OTPAHUYEHUS TOCTYIA K KOMIIOHEHTaM BBIYUCIUTEIBHBIX CUCTEM

26. [Ipumep cucrem xKommiekcHo# 3amuTel nHGopmanuu CK3U (ViPNet, Kpuntollpo, Bep6a)
27. MeToapl U CpeACcTBa XpaHEHUS ¥ YIPABJICHHUS KII0UeBO HHPOPMaLUU

28. OcnoBsl OC u 6e3zonacuocts OC. (Windows & Linux)

29. OCHOBBI CETEBBIX NMPOTOKOJIOB M ceTeBasi 0e30MmacHOCTh, cTek mporokoioB TCP/IP, IPSec, SSL,
TSL.

30. Knaccugukanuss OCHOBHBIX THIIOB CETEBBIX aTaK; OCHOBHBIE XapaKTEPUCTUKU PA3IMYHBIX THUIIOB
MEXCETEBBIX DKPAHOB, aHAJIN3 3AIUILEHHOCTH

31. IlpuHIMIBI TOCTPOSHUS BUPTYaNbHbBIX YacTHBIX cetedd (VPN) + TyHHenupoBaHue, 6€301MacHOCTb
MapIIpyTU3aTOPOB C HCIOJNb30BAaHMEM CIMCKOB KOHTPOJS JOCTYNa H  BO3MOXKHOCTEH 110
MPOTOKOJIMPOBAHUIO COOBITHIA

32. 3amuTa nporpaMm OT H3Y4EHHsI, CIIOCOOBI BCTPauBaHUs cpelicTB 3amuThl B 110

33. OcHOBHBIE YSI3BUMOCTH NIPY HANMMCaHUM Koja, Oe3onacHbii ko, OOIT B b

34. DevSecOps, TecTupoBaHue Ha O€30aCHOCTb

35. Ucnonbs3oBaHne BUPTYAIbHBIX MalliuH B cepe obecrieueHuss HHQOPMAIIMOHHON 0€301acHOCTH.
36. be3omacHOCTh BUPTYaIbHBIX U 00JIaYHBIX TEXHOJIOTHI

37. OcHOBHBIC YS3BUMOCTH Web-caliTOB M web-cepBHUCOB, OCHOBBI 0e3omacHoi pa3paboTKu
webcepBUCOB, CAlTOB, paclpeeIeHHbIe aTaky TUMa "0TKa3 B 00CIyKUBaHUH"

38. buomerpusi, Tunbl, 00ydeHUe, OIUOKH Pa3HOro poaa

39. Kubepbe3onacHocts BigData

40. BigData 1 uckyccTBeHHBIH HHTEIUIEKT B chepe HHPOpMaMOHHON O€30M1aCHOCTH

41. Aynut nadopManoHHON 6€30MaCHOCTH M METOABI IPOBEACHUS ayauTa cucteM u [10

42. Ilopsaox nuneH3upoBanus aesrenbHocTd B Kb

43. Pa3paboTKa MOJIUTUKU U IPOrpaMMbl O€30I1aCHOCTH

44. OcHOBHBIE KJTacChl Mep mpouexypHoro yposus b

45. IlocTpoenue "nemunurapu3oBaHHbix 30H" (DMZ) mis koprnopaTuBHON ceTr

46. [IpuHUMIIBI AEHCTBHA U TUIIOBAsi CTPYKTypa cucTeM oOHapyskeHust BropxkeHuit (IDS)

47. IlpuHUMITBI ASHCTBUA U TUIIOBAsI CTPYKTYpa CUCTEM IpeAoTBpalieHus Brop;xkenuii (IPS)

48. [IpuHUMITBI AEHCTBUA U TUIIOBAsI CTPYKTypa CUCTEM IpeAoTBpauieHne yreuek napopmanuu (DLP)
49. YnpapneHnue HHGOPMAITMOHHOMN 0€30MaCHOCTHIO U YIIpaBieHne coObITusIMu Oe3onacHocT SIEM
50. [IpuHUKIIBL AEHCTBUS M TUIIOBAs CTPYKTYpa necounul (sandbox) u soBymiek (honeypots)

51. Unentudukanus u ayreHTU(OUKALKUS, YIPABICHUE TOCTYIIOM

52. [IpoTokonrpoBaHue U ayauT, H(PpOBaHUE, KOHTPOJIb LEIOCTHOCTH

53. Ilnanel OecriepeOoiiHON PaboOTHI, peanu3anus OecrnepeOOHHOro 3NEKTPOIUTAHUS U PE3ECPBHOTO
KOITMPOBAHUS JTAHHBIX

54. CepBuchl 6€30M1aCHOCTH. APXUTEKTYpHAsE 0€30MaCHOCTh, KJIIACCU(PHUKAIUS CEPBUCOB
55. [locTpoeHne cucTeMbl 3alUIEHHONH 00pabOTKH KOH(PHUACHIIUAILHBIX IOKYMEHTOB



Kpurepun onennBanus
Onenka otnuuHo (10) BbICTaBIsIeTCS CTYAEHTY, TOKa3aBIlIEMy BCECTOPOHHHE, CHCTEMaTHU3NPOBAaHHbIE,
IyOOKHe 3HaHHs Y4eOHON MporpaMMbl TUCIHUILIMHEL, POSBIISIIOIIEMY HHTEpeC K JaHHOH MpeIMeTHON
obnacTy, IPOAEMOHCTPUPOBABIIEMY YMEHHE YBEPEHHO W TBOPUECKH MPUMEHATh UX Ha MPAKTHKE MPH
pEIlIEHUH KOHKPETHBIX 3a]1a4, CBOOOIHOE U NPAaBUIBHOE 000CHOBAHNE IPUHSTHIX PEILICHHA.
Ouenka omnuHO (9) BBICTaBISETCS CTYIACHTY, IIOKA3aBIIEMY BCECTOPOHHHUE, CUCTEMAaTU3UPOBAHHBIC,
1yOOKHe 3HaHUS y4eOHOM MporpaMMBbl TUCHHUILIMHBI 1 YMEHUE YBEPEHHO MPUMEHSTh UX Ha MPAKTHKE
IIPU peIICHUN KOHKPETHBIX 3a/1a4, CBOOOIHOE U ITPAaBMIILHOE 000CHOBAaHHE MPUHATHIX PELICHUI.
Onenka oTIMYHO (8) BBICTABIAETCS CTYACHTY, IOKAa3aBIIEMy CUCTEMaTH3UPOBAHHbIC, ITyOOKHE 3HAHUS
y4eOHOH MporpaMMbl AUCHMIUIMHBL U YMEHHE YBEPEHHO NPHMEHATh MX Ha MPAKTHKE MPH PELICHUH
KOHKPETHBIX 3324, IPaBHJIbHOE 000CHOBAHHUE MPUHATHIX PEIICHUH, C HEKOTOPBIMH HEIOYETaMH.
Onenka xopomio (7) BBICTaBISIETCS CTYIEHTY, €CIM OH TBEpAO 3HAeT MaTrepuaj, TPaMOTHO U TIO
CYLIECTBY HM3JIaraeT €ro, yMeeT NPUMEHSTH IOJy4YCHHbIE 3HAHWS HA NPAKTUKE, HO HEJOCTATOYHO
IpaMOTHO 0OOOCHOBBIBAET MOJYYECHHBIC PE3YIIBTAThI.
Onenka xopomo (6) BBICTAaBISICTCS CTYACHTY, €CIIM OH TBEPJO 3HAET Marepuai, 'paMOTHO U MO
CYILECTBY M3JIaraeT ero, yMeeT NMPUMEHSTh MOMyUCHHbIC 3HAaHHUS Ha MIPAKTUKE, HO JIOIyCKAeT B OTBETE
WIH B PEUICHUH 3a7a4 HEKOTOPbIE HETOYHOCTH.
Ouenka xopouio (5) BBICTABISIETCS CTYJCHTY, €CJIM OH B OCHOBHOM 3HAeT Marepuall, FpaMOTHO H IO
CYLIECTBY M3J1araeT ero, yMeeT NPUMEHATh MIOJyUYCHHbIE 3HAHUS Ha MPAKTHUKE, HO JIOIYCKAET B OTBETE
WIN B PELICHNH 3a]1a4 JOCTATOYHO OOJIBIIOE KOJTMYECTBO HETOUHOCTEH.
OneHka YIOBIETBOPUTEIbHO (4) BBICTABISIETCS  CTYIEHTY, TIOKa3aBIIeMy (QparMeHTapHBIMH,
pPa3po3HEHHBI XapakTep 3HAHWH, HEJOCTATOYHO NpaBUIIbHBIE (HOPMYITHPOBKH 0a30BbIX MOHSITHIA,
HapyLIEHUs JOTHYECKON MOCIeI0BaTeIbHOCTH B U3JIOKEHUHU IIPOrPAaMMHOI0 Marepuasa, HO IPHU 3TOM
OH OCBOMJI OCHOBHBIE pa3ienbl yueOHOH MporpamMmbl, HEOOXOAUMBIE ISl AajbHeimero o0y4eHus, u
MOKET IPUMEHSTh TOJIyYeHHBIE 3HaHUS 110 00pa3ily B CTAaHJAPTHOW CUTYaIHH.
OneHka yIOBIETBOPUTETbHO (3) BBICTABISIETCS  CTYIEHTY, TIOKa3aBIIeMy (parMeHTapHBIMH,
pPa3po3HEHHBIA XapakTep 3HaHWW, AOMycKaroulemy omuOku B (popMynupoBKax 0a30BbIX NOHSTH,
HapyLIEHUs] JIOTHYECKOM IOCIEe0BaTEeIbHOCTH B M3JIOKEHHUH IPOTPaMMHOIO Marepuana, ciabo
BJIaJIe€T OCHOBHBIMH pa3aesiaMu yueOHOM mporpaMMbl, HEOOXOAUMBIMHU JUISI TajbHENUIIETO 00yYeHHS U
C TPYAOM IIPUMEHSET MOIy4YEeHHbIC 3HAHU JJa’Ke B CTAHAAPTHON CUTYalHH.
OueHka HEYJIOBIETBOPUTENBHO (2) BBICTABISIETCS CTYJACHTY, KOTOPBI HE 3HaeT OouibIIed YacTu
OCHOBHOTO COZCP)KaHUSl Y4eOHOW NpOrpaMMbl JUCHMIUIMHBI, JOMYyCKaeT TIpyOble OIIMOKH B
(bopMyIHpPOBKaX OCHOBHBIX IPUHIIUIIOB M HE YMEET MCIOIb30BaTh NOIYyUYEHHbIC 3HAHUS NP PEIICHUN
TUTIOBBIX 3a]a4.
Onenka HeynoBiIeTBOPUTEIbHO (1) BBICTABIIETCS CTYHOCHTY, KOTOPBIH HE 3HAE€T OCHOBHOTO
cojiep )KaHusl y4eOHOW MpOorpaMMbl TUCIUILTUHBI, JOMycKaeT rpyOeiiiue omuoK B GOpPMYTUPOBKaX
0a30BbIX MOHATHH AMCLUUIUIMHBI M BOOOIIE HE MMEET HABBIKOB PELICHHS THIIOBBIX MPAKTHUYECKUX
3ajad.

5. MeTonuyeckne MaTepuaJbl, onpeaesiole NpoueIypbl OlleHUBAHUS 3HAHUIN, YMEeHNH, HABHIKOB H
(W) onbITA AESATEJIbHOCTH

JuddepeHurpoBaHHbINA 3a4ET MPOBOAUTCS IIyTEM OPraHU3alMU CIIEHUAIBHOTO ONPOCca, MPOBOAUMOTO
B YCTHOW U (WJIM) TUCBMEHHOM (hopMe.

[Ipu mpoBenenun auddepenurpoBanHoro 3auéra obyuarouiemycs: npepoctasisiercss 30 MHHYT Ha
noarotoBky. Omnpoc oOyuaromerocst mo OWJIeTy He JOJDKEH HPEBBIIIaTh OJHOTO aCTPOHOMUYECKOTO
yaca.

Bo Bpems mpoBeaenus auddepeHUMpOBaHHOrO 3au€ra OOydaromuecs MOTYT II0JIb30BaTbCs
POTrpaMMON JUCLHUIUINHEL, a TAKXKE CIIPABOYHOM JIUTEPATYPOH.



